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1 Introduction  



2 Basic concepts  

2.1 Requirements for the  criteria catalogue  

2.1.1 General requirements  
¶ 

¶ 

¶ 

¶ 

¶ 

2.1.2  Requirements of cloud users 
¶ 

¶ 

o 

o 

o 

o 

o 

o 



2.1.3 Requirements for  cloud provid er  
¶ 

¶ 

¶ 

2.2  Alignment a nd testing scope  

 



2.3  Types of data processing  

¶ 

¶ 

2.4  Minimum requirements  

2.5  Further development and v ersioning  

2.6  Used sources  





3 Stru ctur e of the c riteri a catalogue  

3.1 Areas and criteri a 









¶ 

¶ 

¶ 



3.2  Min imum requirements  

¶ 

¶ 

¶ 



¶ 

¶ 

¶ 

3.3 Information about certificates and seal of 
approval  





4  Criteria  for  cloud service s 

A.1 Provider 

A.1.1 Legal contract provider and ownership structure 





A.1.2 Company profile 



A.1.3 Auditability 



A.2 Service 

A.2.1 General information about the service 



 



A.2.2 Functional description of the service 

 



A.2.3 Maturity level of the service 

A.2.4 References 



A.2.5 Main contact to the service 



A.2.6 Other contacts to the service 

A.2.7 Type of data processing 



A.3 Subcontractors and data centers 

A.3.1 Subcontractors or owners and location of the data centers 





A.3.2 Company profile 



A.4 Certificates 

A.4.1 Seal of approval/ certificate of service 





A.4.2 Seal of approval/ certificate of the subcontractors or data centers 



A.5 Contract 



A.5.1 General transparency of contract 



A.5.2 Rights of use and area of jurisdiction 



A.5.3 Transparency with subcontractors 



A.5.4 Rules for service interruption or insolvency 



A.5.5 Service Level Agreements 



A.5.6 Transparent price model  





A.5.7 Change Management 



A.5.8 Obligations to co-operate and provisions of customers  

A.5.9 Copyright and rights of use  



A.5.10 Exit support/ support at contract termination 



A.6 Security 

A.6.1 Security management 



A.6.2 Management of security incidents 

A.6.3 Security certificates 



A.6.4 Certification of data centers and the technical infrastructure 



A.6.5 Encryption 



A.6.6 Identity- and accessmanagement 

 

A.7 Data privacy 

A.7.1 Technical and organizational measures 





A.7.2 Formal data privacy requirements 





A.7.3 Demonstration of compliance 



 

A.7.4 Location of data retention 





A.7.5 Implementation of data subject rights 



A.7.6 Employees data security obligations and awareness 

A.7.7 Data privacy certification 





A.8 Operative processes 

A.8.1 Service management 



A.8.2 Service management certificates 

A.8.3 Service availability 



ſ

ſ

ſ

ſ

ſ



A.8.4 Backups 



A.8.5 Provisioning 



A.8.6 Support 




























